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4. FUALIDUAVBULYAVDNU

4.1  Samiuiieguddrsasdaya (Colocation) Teasideanudnusmamadiamudeimun

42  anflunrsdavngdygyrnlaunidiuas (Fiber Optic) wuu Dark Fiber Wi old ousieszuy
asaumrluiosnuenaiet ety 4 Twinedopnasa U Aufiguddseddeya ormsdaiu sunes
wiuuua ymnes

43 dndunisdamg dggrnloudaniuas (Fiber Optic) wuy Dark Fiber 1 a1 susiaszuy
ansaumAluresmuauaatety 4 siingdepnasal ludenasqudnsunmdpnnsaiiaduwssiioss
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51  auddsuadnsas Colocation 31u2u 1 52UU TAMANYMSGHIL

511  davftufiunag Rack dwiufindszuuuessnsinerdeqwinsel $1umu 3 § (uan

42U w893 Rack A3y 19 ) Tandnuausdld

5011 sesdudminldladonndn 300 Alantused (sivamininyss Rack vof
Tyusma)

5112 ldfunsiusadlussuuuimsannwaiuainiaandy 1SO 27001

5.1.1.3 &1M19898493U Business Continuity Management (BCM) w%’auuﬂmniﬁ'ﬁ
A wesiuiardssuisauagmni idnasgussduaina TIA 942 loun ssuulvihdrses seuu
Snwgungiuazaitiu seuuliesiusadide

5114 Fesfiszuviastulvinssan nsern warshwssfunsiiusgaiies

5115 #esdispuudisadinii (UPS) fianunsasnenseudlihunussuumdnléviud

5116 #esdiedosudalningrsas Generator) lunsdifiszuulwimandndes

51.1.7 seaduszuulwihnsvuaadu 220 Volt. 50 Hz.

5118 deafluszuunisinenszualvifionn 2 unds (Redundancy) Taefiszuuntsing
nszualvi 9nurazunas Aessassunszualwvilabidoundn 16 Amp

51.1.9 fsvuuihwenuvaeady (Firewall)

5.1.1.10 fdmthameamumalalia1usnuisasn 24 9. 7 U
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5.2 szuudadnu Optical Dark Fiber wiaununsaivaienid Switch 10 Gbps LWBLYDURD
Taserevassinedyavinsal ldmuddauadisas sruau 1 ssuy deuanwmuenal
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522 @1 Fiber Optic #ildAnfs Wuansvia Single Mode Ausiaantsldau 2 unusa
(G
523 fgunsainszedygraaemedaiundndusinngudndertuiugunsal Core

. v ] LY 1 o J ] '
Switch Ailfuegiiagiurasmiieau wa 10 Gbps iedeusielaseing

o W . R 2 . d 4 | '
53  szuudadygn Fiber Optic wianaunsalatema Switch 10 Gbps \ivalausplasaiguas
sinenduawinsel lUmiasaudnisumdawinsalindumsgiiiosd 91 1 seuu dnaanveeal

53.1 Fiber Optic 2 Core Wausgning amsgudnisunndpnasaiaduwsziesh - 919
Inendequnnsal 91w 2 2993 Aldumenisiiuans Fiber Optic Ahafuaeedlou

532  fgunninssnedganaaemedadundadosianguinifivatuiugunsal Core
Switch Aldrupgilagiuresnienu vum 10 Gbps aideurelasite

54 JWuddavideduann MPLS Laver 3 ihuane Fiber Optic A211157 50 Mbps niasauUngel
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Uanavn Router Cisco fasiafl ums sarsgudmsunndgmnsaiiadunssiiesi daiwnie Colocation

Site ¥8951YAINENABUINTAL T1UIU 1 F3UY
55  punsaishwaiulasadsuwaistisreuieasiusziuLanwindy (Application Firewall

$1uau 1 9o Sradnuuel

551 Jugunsal Appliance-Based Firewall fadrafuiorimiinsaduasauny
Application, User, Content Taeiawi (Application Firewall)

552 it Network Interface WUU 1 Gigabit Copper litfoandn 4 woiv uasildeudausie
WUV 1 Gigabit 5FP ldtfpendn 4 g1 waziveaonsauuy 1/10 Gigabit SFP/SFP+ lifieendn 4 das

553 I Interface HA WUU 10/100/1000 lidosndn 1 wosw wazdl Interface uuy
10/100/1000 dwiuuinsdnnisingianie (Out of Band Management) laitfagndn 1 wesw

554 @141505949 U Application Firewall Throughput # 38 NGFW Throughput
(Production throughput) latlaifasnin 1.9 Gops wagFrurueadugaga (Max Sessions) lalitasndn
192,000 sessions Way New Sessions litisanii 9,500 sia3unii

5.5.5 ﬂ’lu’l‘mﬁﬂgxﬂugml,uu Transparent Inline, Non-Inline Monitoring (Tap), L2 ua¥
L3 1 uazannsofndddaunngiuuundon q fulaslifaainsuds virtual system v3e virtual domain

55.6  @nnIna31a VLAN auannsgiu 802.1Q VLAN tags takitioandn 4094 VLANSs i
gunseal wag 4094 VLANS fie interface

55.7 @14150%1 Routing LU Static, RIP, BGP, OSPF, Multicast ua ¢ Policy Based
Forwarding Industaioe

558  @1un30¥in NAT/PAT, DHCP Servers, NAT64 uag DHCP Relay 16
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559 awnsarmuaulovisaulasadeii snuaunisididassuuiadeniesn
Application, User was Content I
5510 @1150%1A13A5I9A8Y Traffic AL915Wa #28n159 SSL (Wa Inbound way
Outbound ) ag SSH Decryption 19l
5.5.11 @nsaviauswuszuunnsiigadsinu (Authentication Systems) léiuf Active
Directory, LDAP, Radius, Kerberos wag Microsoft Terminal Services Lﬁ@ﬁ')ﬂ']‘iﬁﬂﬂ'}ﬂ@ﬂﬁﬂﬂﬂEJ'”NﬁE)EJ
5512 awnsanrugulsziantedlid i aygialiarnilvasuazsnivanvuusay
Application e ifmﬁ”’qmmmﬂmﬁ’umi%’alwamm‘ﬂ’aga (Data Filtering) 89NN UULATOYE Lafu
mngwinaaTin wavananseaiguluuldnunusesns
5.5.13 aunsnUfuusls Response Page udtlugsldoy Tunsdiffinsudion Applications,
URL, Antivirus wagFile Blocking 1ntu Talufmihamandeudldssuuadotisues Captive Portal uaz
Client VPN 15
5514 @1ursadesiussanain (Threat Prevention) Taeidl a1d ald a1y IPS uas
Antispyware Wag Antivirus W3auRu9Aa45995U Throughput Tidfaenda 780 Mbps waziinuanUfiot
Youssioluil
55141 @1u150as13vvuasyeaenu Vulnerability Exploits, Buffer Overflow,
DoS/DDoS, Non-RFC compliant protocol, Port scans, Host sweeps, Malformed Packets, IP
defragmentation uas TCP reassembly lfiduagnaiay sauvsamrsoufuusssuLuueionnay
(Custom signatures) TAMILAILABINTG
55142 au13ndaefy Malware Useinneng q wuu Stream-Based lauA Virus,
Spyware download, Spyware phone home, Trojan ttaz Botnet Iaiuedatioy
55.143  @wsansiadukaztdesiu Virus uuldsiaaea HTTP, FTP, IMAP, POP3,
SMTP, SMB uae SSL 518 Virus Aitledasndu PDF, HTML, JavaScript uag Compressed Files ¢
55.14.4  @1n3ay DNS Sinkhole iataafunisidniia malicious domain uazid

Qs

sy el FafinsSunldaulug malicious domain

5515 auisanivuauleuisnisitie website (URL Filtering) LTulamu Black list,
White list fifvunlé

55.16 a@w130¥ IPsec VPN (Site to Site) Tadl IPSec VPN Throughput Islsidaandn 500
Mbps

5.5.17 @w130%1 Client VPN (Remote Access) SSL VPN laliiwaena 1,000 g4 uaz
TUslwaaa IPSec TnpausavituiussuuUfu@nis Windows (3 32 wag 64 bits), Mac OS X, Android

uaz Apple i0S Tailuseration
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5518 @1:11509AN1TAITLULETAS (QoS) wad Traffic a1 Application, User, Source,
Destination, Interface wa¥ IPSec VPN Tunnel iiliustnaias tnassynsniiuf, veuiwngegn wasddu
AMudAy (Priority) vas Traffic 10
5.5.19 @1u1909318971Ua5U General Information, Top Application, Interface Status,
Threat Logs, Data Filtering Logs, URL Filtering Logs, System Logs, High Availability W& Resource
Information Tuguves Dashboard 16
5.5.20 annsaisengazudeyaves Applications, URL, Threats uaw Data luguuuutes
nIMRALA
5521 gwisavhsenueegistosieluile
5.5.21.1  User Activity Report Uaaan1sleeiuead User uaazau
55212 Botnet Report uanainiasfiiingAnssuia Botnet
5.5.21.3 Top Application, Application Category and HTTP Application
5.5.21.4 Top Threat, Vulnerabilities, Attackers, Victim, Virus and Spyware
55.21.5 Top URL
5522 gwnsesenu fufafuusiisenuniuausoanis Tugduuy CSV uag POF
Ifusthades nioumidanandisenuiiume Email wuuseudnle
5523 awsadaiuduiindoyalasds Syslog, Netflow uag SNMP ludaszuudans
\FatneiivasiunaaniRAfana 1l

5.5.24 @13150UTHISIANISHIUNIG Web User Interface wag Command Line Interface

5.5.25 saedumsamdaiievin High Availability WUU Active-Active uaz Active-Passive 14

5.5.26 Huvasdelwi (Power Supply) Wuu redundant

5527 #odldumssuseanasgudl FCC uae veal iusgatos

5528 gunsnifivausdedldsunisdaduduliioglungu leader 989 Gartner Magic
Quadrant lungqundndauel Enterprise Network Firewalls sewinU 2015 - 2016

5529 vigvdlavarniresdimideiuramiediunisuinig uasmsaduayunnaniu
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5.5.18 @1u1509AN1IN1TUUNING (QoS) TB4 Traffic M1y Application, User, Source,
Destination, Interface uag IPSec VPN Tunnel ladusttos Ineszunisniiudl, veuwngan wazdau
AvNaIAny (Priority) 989 Traffic 161
5.5.19 @1u1909 91891ua5U General Information, Top Application, Interface Status,
Threat Logs, Data Filtering Logs, URL Filtering Logs, System Logs, High Availability wag Resource
Information Tuduve4 Dashboard 1#
5520 awnsniengaguvdeyaves Applications, URL, Threats Wag Data luguuuuaad
nywiwala
5521 @wsavhseeusegedaisednsluils
5.5.21.1 User Activity Report ua@nan1slda1uaas User uiasau
5521.2 Botnet Report uandA3asiiingfnssufin Botnet
55.21.3 Top Application, Application Category and HTTP Application
55214 Top Threat, Vulnerabilities, Attackers, Victim, Viruss and Spyware
5.5.21.5 Top URL
5.5.22 @anInvisedu SuTUULAIIEUAINANABINT TugUiuy CSV uag POF
Iusthatios wiauranatdmemurme Email wuudalul@le
5.5.23 ansadmiudufindoyalaeds Syslog, Netflow uae SNMP Wisssuudanis
inFetnensessunmanTRfina17lA

5524 @1U15aUSHITIANITHIUNIG Web User interface wag Command Line Interface

5525 sasfumshasaiier High Availability Wuu Active-Active uag Active-Passive @

5.5.26 fuvidsdgluvia (Power Supply) Wuu redundant

5.527 Hedldsunissusosnmsgdall FCC uas vecl Wuathalios

5528 gunsalfiviauanadldiunisdnsudulvaglungy leader 494 Gartner Magic
Quadrant lungueiindoue Enterprise Network Firewalls 5813190 2015 - 2016

5529 ui¥nflauenadeaiimidesusemisdiunisuings wasnsatvayunieiny
WAtA NUIENI I MEAAUNVE0E191T09US IINIBDINERN e ﬁaq’luﬂ‘ssmﬂlwaimamq Tnafioauuy
wifadeurlutubuenansuseninsim
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56.1 Twuiaues Switching Bandwidth Lidaands 88 Gbps
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56.2  HusgdvEamlunisdetuteya Forwarding throughput aghaifas 41.66 Mpps

563 5895Uuns¥ Stack lpel Throughput aenstiae 160 Gbps

56.4 fiwdeanudnuu DRAM Lidesnii 4 GB uag Flash memory Lidsanii 2 GB

565 ilweain Gigabit Ethernet Wuu 10/100/1000 BaseT s1uauliitiosnin 24 wese uay
anfuaryu Jumbo Frame leilaitioendn 9,198 Bytes

56.6 gunIalll Module uplink dmSunesn Gigabit Ethernet WUy 1000BaseX (SFP) 1o
lideandt 4 wesn

567 dmiuwain UTP (R-45) fiesafiuayunisvii Auto-MDIX 16

568  a@wnsnatiuayuduiu MAC Addresses litfagndn 32,000 Addresses

5.6.9 awmsaw‘muﬁ'wﬁ‘uqﬂnsnfﬁ'u 9 M1NUINTFIY IEEE802.3ab, IEEE802.32,
IEEEB02.1D, IEEE802.1w, IEEE802.15 IEEE8CZ.1p waw |EEEBO2.1q

5.6.10 s9¥UnNsAMUAAT switched virtual interfaces (SVIs) 1@ 1,000 Wustsites

5611 saedunisliusnis Authentication sauy 802.1X, uae MAC authentication
bypass

5.6.12 qﬁﬂiﬂfzaﬂmsnﬁ'mu IPvd routing protocol Aun Static Route

56.13 annsafimusnun wn1siuinns ausnasg IEEES02.1p uay DiffServ (DSCP)

5.6.14 @wsaliru3ms DHCP Server 161

56.15 annsavnduniadisedduguuuy Flex Link la

5.6.16 il Console Port 1 8@ Terminal AnuAAIN1TYiTILYBIgUNsel wazdmsy
psvEsUsTEUULe

5.6.17 aﬁ’uaquswu Network Management Vlzﬁ CLI, Telnet, S5H, SNMPv3, laz RMON

5.6.18 guUnsaifosEINInAARIUY Rack 19” 16

5.6.19 awnsovuiussuulinludssimalnawuy 220 VAC, 50Hz 6

5.6.20 suUMITUTBENLIRSHIUATNVaaasiEY IEC “3a EN wIa UL

5621 gunsalfilausdeutiundnsusiongrdsiieatuiugunsal Core Switch ey
Jagiu veamuieam

5.6.22 uitTnfiauasiadeslinisdeiusamisdiiuniuinis uasnisaduayuniesiy
wedla nuiEmieesdnsuriuioannussuitndwewdndust Aegluusamelnelasnss Insdaauuy
wiivdauluiuduenansusznnga
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6.1 Hlauesiaazdasliuinisesirdeuuazingesnwigunsalinvaraasaiauuaiate
(Firewall) Yapanunsaliuinislasdaiivsedvinmmasnaguasdyan

6.2  Tusgminanissudseiuusendlauesiaadaiiunadaidiu in1smsIsasunasiinig
1139 Snwgunsnifnwmnulasadevuasadisaeuimeslussdunenndiadu (Application Firewall)
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NIEINN
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9.1 afl 1 Trsviiuesas 50% veadrurudumudya, vtéi'amnlﬁ’dquauuazﬁﬂﬁ"‘aqﬂnsmi
W Soutesudn

9.2 waf 2 Prseiuesas 50% veswiuBumudn vdRnldnsasuaInAuYNTTIANT
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