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swinndugiaseifinnulszasdazdniainsasaaufinmasuazsruuuimssanisauianasiy
Audmsuwndinsumsiyasel szpzfl © 911U o sz Tanszuudenan dosausalfsudauazaiuse
fhausdussuuedsiendnuassinandvyinseifiaanuuuBildiduashed
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n.o Bidudfgaszsyliludaiseledicnunmenyns uasldudaouiaudimsaludug Aldsu
naupsmsdliaAyana nseyaraduiugfsumusndsuramesnIg

oo Bidugldsuenininsonnududu Seoraufashivauiuamalng uusdguiasnsdiauasian
léfidndaliasAmBuazanuduiuitudniy
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wassluiuuenasyszninsiawisusayialasenns Sombpnusinundueiinsaifisaio
uazianasazdpefionglitin ao Suunniufisenenaseufiufitulaunnan
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¢ s1wnspUnsal /AudnsmzanIzynRlnsel

AP IUMS U

9 aunseliloeAunisyngnuaza1slandissuuiaaing Intrusion Prevention | v 1@
Systems (IPS)
@ aUnsaliasiuminty Advance Persistent Threat (ATD) o UM
o aUnsel SSLVPN dmsumuauuazuimsdanisnisiinfeanszazing ° M
G szyushwaNulanaiunslinuiulysd (Web Security Gateway) © YA
& gunsainszudyIm Access Switch © Y@
< o | wSpsmpuiampsisananansaununsaisonas e econym ¢

W | 1A3E9RRLRUABSIULHAR 900 YA
G gonviuasilneiulasadmivininegniy w00 1A
« | winsdhsadndmivinsesnaufiamasgniny 900 U
90 sTUURTINEBUMSS I MarpsiayaiAsatny 900 1A
99 ABUNIADSUNLLER oGoLR

¢ pUnsBldpesRunIsYNTALATA1sIauAssUULASLTY Intrusion Prevention System (IPS) 31uqu

© 16 Jamauifstiulpyeiil

E.6.6

co.lo

&.6.m

e

d.e.&

&.e.D
<.e.0

C.6.G

@.6.«

aunselfiiauadaailu Hardware Appliance finsAuuunRsilosiumsynsameiaiatng
(Next Generation Intrusion Prevention System) LLazmmsﬂﬁmﬁ'ﬁlﬁmuiwﬁuqﬂﬂisﬂ
IPS ufisinenauqinaselliaussd

aunselfianedoEnsafnfeludunauAssIu ox fald
punsalfiaundasaunsaaiuayunisiiauldfeuny In-Line Mode, SPAN Port
Monitoring, TAP (aillusgheiny

aunsaldasdl IPS Throughput »3» Aggregate Performance lisiasndn ¢ Gbps wag
$895U Maximum Throughput {dagineisy « Gbps

a111505895U Maximum Concurrent Connection [dwsaufulsisinit w,000,000
Connection wasnesu Connection per second (@ lslasnit v o0oo Connection
Uszunanalagfia Latency 1isandt eoo microseconds

i Interface silm 90ooBaseTX (90/900/0000) FMunsiNDEAT G Wasn TaydasaIse
¥ Fail-open aseigUnsalfileumidnn Segment

i Interface #fia 90 GigE wuv SR (Short Range) s1uaulyiinsndn ¢ wosn laudag
dunsavih Fail-open nsdlguaselfilaun(dnn Segment
fiwpsauunaanmnsmndmiunsuinsdansiadnsel (Management Port) Taglaisas
Aunpsaililumsiiguansuagnuastinuiayssanlussunlasaiy wazdosamusausnis

1 =i
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JANISHILSTUVLSIIsAEIuna1eld (Centralized Control)

¢o.eo@u1sailnsfunisynsnlavardeiflunisiiaefiusneq (s du Botnet waz Malware
callback protection, Gateway Anti Malware (GAM) Emulation engine, PDF
JavaScript emulation engine, Adobe Flash behavioral analysis engine,
DNS/DGA Fast flux callback detection, DNS Sink holing, Multiple attack
correlation, Application Control, DoS/DDoS protection waz Advanced evasion
protection

¢.0.000Un56] IPS Ailauadnauisasii SSL Inspection lduusgunsel Tasasdassnesy SSL
only traffic (woca bit key I'ength) lapd Throughfaut litiagnin G GbDScLLﬂzfl 551
Connections [4dipani ,coo Connections

&.0.0b 715009 UMl vLINASTIU PV (6

&o.omilszuy Cloud flddmiunsasieapuiaya Reputation vas IP Address, URL wag File
&

¢.o.0cgUnsel IPS Aiaundasannsarh Smart Blocking unshaunselifieanlamanisifia Fault
Positive i@

&o.e¢iianuauisalunisiiasiunislaud (Block) wazanuisadndu (Quarantine) wadoefifi
winbiufisudusvanaulussuuiasasnald

&.o.00@Taudufiounsunsnlainaisis wu E-Mail, SNMP, SYSLOG

&.0.00 3 Storage vuinlnsailudpundl wveo GB

¢.e.0c H5zuy Redundant Power Supply lagauisaiauludnwae Hot-Swap (@

&.o.0x [RSUMITUTDIRsEIUN CSA, UL, IEC, EN, FCC flupsineipy

&oloszuufiiiiauadasaglu Gartner Leader Quadrant uas Network Intrusion
Prevention Systems il wooa nSaagaiiu

&.0.o0 V5ENHIausMardaslisumsussisiRiufunudmineunsaifiaus Seldsunisusieds
ynvSEnewiafaninie auiesuSindewiasadfogulsamanglaonse wipy
viadusas puaselfiiniauaiduuseudt vasln Bitepsmunstinunaew aglusamitlieonls
& waziusudigesy uasnisudn (Product Line) Taudasuuuionaistuiuiuianans
Uszmans1en winuszyBalasenns Sambwaussingndsyinseififaauuazionaisesdoed
anghitfin o fwludaaniufiosnienaisaudeiufituiauasia

&.0.0l Sutsziuiusszna v

&b pynsalilpsiuaininy Advance Persistent Threat (ATD) 91u3u o 16 finguanwousaeil
¢lo.o Junnsel Appliance fianunsansiaagay Advance Malware #itfnuinienistiausiu

Isnse Nion_ = cg/“/ Qe g
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HTTP uaz SMTP {dangunsaldandiss laganunsarinusiudugdnsalilaeiuuasnsiedy
A1syAsA (Intrusion Prevention System : IPS) #isiiiaus (RLRuyszan3anlunig
fnsdumsyngnnisluiaiatiy
¢l pUnsalazdnsfianiwwindouaiion (Virtual Machine) lunisiasizAdauisiauaiuise
a5 uWaldGilasndt b Virtual Machines wisufuvuusigunsal nSodmszildnene
1198 ox,000 WaraTu
Clo.m FTUVFBNEINTARTIIEDUYsEIANUNINE (Supported File Type) dudaluiildifiuaghaioy
&o.0.0 Portable Executable TnusassuanalWadsrnlusl EXE uag DLL
& .08 Microsoft Officé Suite Document Taasassuanalwddssialyii DOC, DOCX, XLS,
XLSX, PPT wag PPTX
&o.o.n Compressed File Tausassuanalwadsdaluil ZIP, RAR uaz oZ
&.n.c Portable Document Format (PDF) waz Shockwave Flash (SWF)
&.b.0.& Android Application Package (APK) waz Java (JAR)
o ssuvdpdfinnuamuisalunisimnsilaviimaialunisasieasy atheipodad
G&.9.G.9 Antivirus Signatures
G¢.v.c.lo Reputation
G.b.c.on Emulation and behavioral analysis
G.c.c Sandboxing
&.9.G.& Machine learning
G¢.lo.co Custom YARA rules
Glv.ceo Code analysis
&lo.¢ 52y Sandbox dpesassuszunUfiBnisidatalonded
Glo.ée Windows 9o
G.¢ o Windows o
G..¢n Windows Server oo
G.o.6.c Windows Server mogle Rio
&l dunsainimsIansguaseliiu CLI nia GUI [Fillupgrainy
&l @usaaseuarlsuuss Sandbox image w3s Analysis images wialdlun1simsishing
fidipsaedalddnsins
&lo.c fdauauisalunisasieaaudiensniniWduas URL fidasasduluimsziseszuudsaies
¢ (Manual Upload)
&lo. mmsaﬂauﬁayaﬁ’mﬁaLm'iumﬁLﬂﬂ:ﬁfﬂéﬁﬁmmﬁﬂ (Interactive Mode) vudiginseal
[

& lo.oo gUATAIfEUDdDIEINTaTiIOuLY Cluster 16 wazsassumsiiuuessiuiugdnsal APT
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wIoMSRLTuLens T lusuIAR (6

&lo.ee 5895UMTYINNUSINAY Third-party Email Gateways lagauisaiasiesi(w éLLuuﬁ'gﬂaq
11910 Email Gateways Tuszuv (Email Connector) luaunaals

&lo.obamsaszysHa (Password) Aililunsunglwdlszin Archive iatlasfunisnauninans
#5998DU 6

& lb.em mm‘sml,aﬂLﬁﬁﬁuﬁagaﬁyqﬂﬂﬁu (Threat Intelligence) ﬁ‘f’iqﬂﬂsalmswaauwuf'mﬁu
External Threat Intelligence tusyuvy RESTful APIs, TAXII, OpenDXL &

&.eedU150LEAIS1897U (Report) Tugmm‘u Analysis results, Timeline activity, MITRE
ATT&CK ¢ wazaiuasa Export tugtliuy STIX, OpenlOC, XML, JSON, HTML, PDF

waz Text (&

L4

&lb.e&iiszuu Redundant Power Supply uudaainsal

&lo.oo USINHLaunTIAezdasldsumsudie b iudunudmiegunsaifiiaus Seldsunisuded
NAviENewininrinie auuasSEnidewanduifisgludsamalinslasase wiau
Tiesuses gunseifihiauadiuuasudt vaslni liiesriunsliousnnou ogluanwdlivuld
f wazidusudideey luaenisnda (Product Line) Tnudasuuuinnaistuubuianans
Uszmasia wiauszyBalasems Fombpnusuinmdsyinseififaauuasonaisezsasd
oglifin o Tuludanniufisenenasaudeiufituauasa

&lo.oo SUdszMUTusEZNA © T

& gUnsel SSL VPN dmsumuaunazuinisdanisaisiingennssazing 911 o ye Jamdnwes

¢rail

¢ao Jugdnsel SSLVPN wuy Appliance fisanuuuuiialfiiu SSLVPN Tasmnwizlily
aunsaiuuy UTM (Unified Threat Management) vieuwuy High Availability (HA)

&ealo a@usaliuwsduAuIIultdaendt moo Concurrent Connections #5a Concurrent
sessions/Users Wiousudnamsliau

&mm 31 SSL VPN Throughput Tuguuuy Max Concurrent Users Gisissnd &o Mbps

&a.e i Interface wuy oGbE suiulidasndt © wase wazil Interface wuv oGbE #ildluns
vIMIsIamssuInlidaendt o wase

o aunsalfauuuy Clientless TawlisasfindelUsunsuiiu@ufiiegas Client Tayspedy
Application uas Protocol il
G.0.G¢.9 Web-based Application
G.n.Glo Remote Desktop Protocol (RDP)
&.0.&.n SharePoint

(o
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Go¢a Telnet way SSH
Gon.G&& HTML& browsers
& I Memory (RAM) Liviauni ¢ GB uaz Storage luitiasndt oo GB
oo DURsHITEURFd Form Factor wuw Rack Mountable
emc ansaliuuuy Network Connect (NC) Tapanunsasiy IP Address By Client fiuih
unldauld Taganansaimua IP Address fuansnefulély User udazagy uazanunsasi
Split Tunneling T
o i Software Agent nuldndnsimriRisiiuiugunsel
& o.00 FUNSAYNANTATIIEDUANEANSTH I (Authentication) Tasl§ Authentication Server
Sesialyil
&.n.90.9 Local Database
&.0n.90.8 LDAP Server
&.mn.90.0 RADIUS Server
&.0n.90.G AD Server
¢.n.90.¢ Certification Server

¢.m.eedN50AT9FUAMFLTRUDLATDY Client (Host Checker) ﬂaumiagsy'm'[ﬁ Login %38

=
o

AuldSuaNS Taadpsaunsafmuanisnsieaauldasnloyded
ANSATIERUEIHIU Windows
@) Antivirus
) Firewall
o) Operating System
&) Ports
&) Registry
) MAC Address
ANSASINFDUFINSU Mac
@) Antivirus
o) Firewall
o) Ports
&) Process
¢a.obausaavinyafiliniusenitenisiioude ndsaniglinuesnainszuy wu Browser
Cache, Session History, Cookies uaz Passwords {éiiluageing
¢moenainsoidasnesunisviteuldieuny SSLVPN nsa Network Access Control uu
Appliance @gafuld
s N, sz @ L Sqe s
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&m.ecDITUAISYINUYDY SSL ve, TLS v.9.0,TLS vo.o uaz TLS ve.o (4

&medd@1U1505095UA15IH9IU1A Web browser tgu Google Chrome, Internet Explorer,
Firefox (@iiluagneing

&m.eb A1nsaliuain Operating System Tuiadas Client ldnatanany agreipudednluii
&.0.99.9 Windows
¢.m.99.8 Mac OSX
En.99.00 Linux
¢.0.99.G i0S Mobile Device
&.n.99.6 Android Mobile Device

&.m.o0 §QuasTUUADE1N150 Monitor iy Web tipasaaany User Session filfuauziiu
saudsaunsa Delete Session (Disconnect) uae User ugazauls

&mocd1u1950%1 Single Sign-ON (SSO) wuu NTLMVe, Kerberos, Basic Authentication,
forms-based, header variable-based, waz SAML-based &

¢amec @150 MUATINAT Idle timeout uaz Session timeout vas User usiazngu (Role)
@ wazfmualffinmsudusiaunau timeout (6

&mloo dunsammualig ifnuaunsaiitldauldnaly sessions wipudiu (Multiple session
per user)

&.moeannsads Log (Ui Syslog Server muusnia

& lolo 8101509995015 Simple Network Management Protocol (SNMP) 1&

&.mlongUnselfilaundiasldisuuinsgiuanuyanaiy TuV SUD wsa TuV GS, IEC »3a CE 1
RN

&mloe HARANAAD(FSUN15TUTRIRUINAsEIN ICSA Lab Certified SSL-TLS w5a FIPS oco-1

& lod VN HLlausmazdasldsumsudedaiiudunusmigunsaifiaus Seldsumsudad
MnUSENBwEaTuringe suewisnduawinsudfisglulsamalnglasnse wisu
Te5uses guRsaifinaus Husaeud vaalna litesrmnistiomnaoy aeluanmiilinuld
& uaziusufideny luaonisuda (Product Line) Tapdasuuuionarsiuiuiuianans
Uszmena wisuszybelasens Samhuvusisingdvgiassififaieunazianaisasdaed
91yl ao Fwiudenniufisanionaisaudeiufituiauasa

&alob suUszAUTusEzNRY T

¢« szuusnmanulasasumstdnuiulyd (Web Security Gateway) 133U o ya finaudnwausedl

¢eo tJussuy Hardware Appliance finanwuvuirdinsunisvineruiiu Web Security

Gateway lagawiz
L
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&alo Hardware Appliance sasfineuauii® Hardware atietioadesalyil
&.G.B.9 fiTuu CPU saulitiasnin co CPU Cores
&G fnhyanuaman (Memory) sueladpenit ovs GB wuu DDR @
¢.cb.o Inheutuiindaya (Hard Disk) wuy SSD vua oo GB hitipundt © #iae
&.G.o.c fiwpsm Gigabit Ethernet wuu Copper (900/9000/90000) %38 (9000/90000)
Fulitisanit o wase
&Go.& 3 Throughput lipnin & Gbps
&.G.oo I Power Supply wuy Redundant tdust1etiny
Eea szuufilauadnesassuaisAmuaulsuisaisilosfunisgamsasiayavaclisinasa
Fernlufl HTTP, HTTPS uag FTP Iéifluatheion
&a.e a@usarii URL Filtering n3s Web Filtering mudszianuasiivled (Categories) layld
Categories #ivnnsusudgalsiviuaiuagiaunlanguanld uaziismau Category unlila
1pani go Categories
¢ad @usainsesaiesediulydnliiluguiayalduuy Real Time lausaluid nia
$995UA15Y Dynamic Content Classification {6
¢ao aunsarilesiumsiingiulsdfifisunsiy (Web Threat) Taumsasieapueanuindadia
1p9Lueie q (Web Reputation) (@
¢ sruufiiaundasfianuaninsalunisosiu Malware, Zero-day malicious Taalfnns
nsI9apuLUY Signature (Antivirus) wazuwyuy Signature-less (¢
¢ec $aUMSTeusiudy Sandboxing Wisnsaadu Advanced Malware 16
e fanuaunsalunisyii SSL inspection wWansieaaumsifeudufiniunisidisiauuy SSL
[
&.&. oo AusafafeasinuluLyy Explicit Proxy wasz Transparent Proxy usgiiny
&.c.o059950n19Y 191U uTUsInAana WCCP (Web Cache Communication Protocol),
Internet content adaptation protocol (ICAP/ICAPS) waz WebSocket protocol
(SOCKS) (éilluntheringy
&.& ol sruvfiiaundaamiauiu License desnluil
¢.c.9.9 URL Filtering
&.G.9.8 Antivirus
&.Gc.9.m Gateway Anti Malware (GAM) Emulation engine
&.Gob.c SSL Scanning
¢.c.9.¢ Data loss prevention
&.&.ondU1905295uAsRgIAIAY (Authentication) fiu NTLM, LDAP, Kerberos [#
&aocansarinsinsiaioyavasdlivunsiulunsififinns Upload tWaluufiulifi Cloud
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Storage wazansaaaasHaiayaluasaindnig Download W&91n Cloud Storage (6

¢.&od @U50UIN15IAN1T (Management) aunsaisawmanudasadalunsifnudumasiin
(Web Gateway) unssean Configuration vasszuy Teusasanunsauinmsdnnsidand
X}

¢..op299UNTYNINLUY HA (High Availability) Augunsalsnegu (model) srudieinamuuy
HA szni19 Virtual Appliance fiu Hardware Appliance tusuaalé

& c.on7995UA15d4 Syslog (e ard Party Solution l§u1nndn o IP Address ifinsassunis
¥ineupas Logging and Monitoring System [

&.€.0d 1015000 1891Ua1n Centralize 'management YDI5EUL Endpoint Protection @3
winaneMsadsafussuushwanudasasismsiiendulodfwus (@

¢ codd1U1500005189 UL U Top users/Top IP address, Top Website, Top Categories
[edusgreiny

€. lbo dunsammuaiial (Schedule) uasaanseuLLUIRluLd wazdssisaune Email 16

&.&oe @150 Export s1eemlustuuy PDF waz CSVY (difluptheriay

&< oo usimfiauasiaaziaddsumsusisiebiiiudunudmiegunsaifiaus Faldsunsusede
NnUSENIBINARSanSe avasSEndawiainifisgudsumalnylasnse wisy
Tiesusae guaseifiiausiiuau vasln lilsrunsiiouinaoy agluanmwiilio

[Fauaziilusunideag luaunisudn (Product Line) lnadasuuuianaisiuiuduonans

a
1%

Usznmasian wiauszyBalasems Tombmausuinmnduginselfidaauuazionaisessiasd
2yllifin oo Judvdenniufionnnmsauiiviufiduiaussan
& lom SUlseiuiuseyziig vl

¢.¢ punsainszsdaians (Access Switch) Swau . ya Snamuifatiadedaluil

¢&o pUnsalnszatsdaya uiivuia Switching Capacity (saundn owo Gbps wasd
UseAnsamlumsasituioya Forwarding Rate lidasnd «& Mpps

¢l Tmirpanusman (Memory) vunaldiipanit cGB wazil niawaius (Flash memory)
e lidasnil cGB

&¢&a Flugadmsuvia Stacking daw bandwidth srulaifiapndt ooo Gbps wipuauagUnsel
dwsuibousiaiiiayih Stacking

@& 99uNITNUATEIEWHuLIasgIL IEEEGow.mat POE+

¢&¢ dwnsm Ethernet uwuy Rlge (udasnin wae ¥o9 wax oo Gigabit Ethernet uwuy SFP+
Suulsiipyndn G wasa
¢&n aluayudmm MAC Addresses Gidfaunin mw,0oo Addresses

Iransn Tbireone /97- Q?/ ‘?.‘.qm ﬁfg/
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&&e dwnsarin Port Aggregation muumssu IEEEGow.cad (6
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